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Preface

This guide describes how to administer the Oracle Banking Enterprise Default Management application
environment.

Oracle recommends that you review its contents before installing, or working with the product.

This preface contains the following topics:

= Audience

m Documentation Accessibility
= Organization of the Guide

m Related Documents

m Conventions

Audience

This guide is intended for the administrators of Oracle Banking Enterprise Default Management.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website at
http://www.oracle.com/us/corporate/accessibility/index.html.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information, visit
http://www.oracle.com/us/corporate/accessibility/support/index.htmi#info or visit
http://www.oracle.com/us/corporate/accessibility/support/index.html#trs if you are hearing impaired.

Organization of the Guide

This document contains:

Chapter 1 Users Administration

This chapter describes all user management related activities to be performed by an administrator.
Chapter 2 Approvals Management

This chapter describes the SOA Composer rules setup, worklist authorization, and BPM Routing rules setup
related activities to be performed as an administrator.

Chapter 3 Setting Up The Bank And Branch

This chapter provides the process of setting up the bank and the branch commonly referred to as the Day 0
setups.

Chapter 4 Application Monitoring Using Administration Application

This chapter provides an overview on the various monitoring operations performed as an administrator using
the application.

Chapter 5 Transparent Data Encryption (TDE)
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This chapter describes the configuration, installation, and policy setup of Transparent Data Encryption (TDE).

Chapter 6 Masking Customer Private Data

This chapter describes the configuration, installation, and policy setup to mask customer private data
categories as sensitive or Personally Identifiable Information (PII).

Chapter 7 Configure ODI for Inbound Document Upload

This chapter provides the steps to configure ODI for uploading inbound documents.

Chapter 8 Additional Recommendations

This chapter provides specific recommendations to be considered for implementation.

Related Documents

For more information, see the following documentation:

For installation and configuration information, see the Oracle Banking Enterprise Default Management
Installation Guide - Silent Installation.

For a comprehensive overview of security, see the Oracle Banking Enterprise Default Management
Security Guide.

For the complete list of Oracle Banking licensed products and the third-party licenses included with the
license, see the Oracle Banking Enterprise Default Management Licensing Guide.

For information related to customization and extension, see the Oracle Banking Enterprise Default
Management Extensibility Guides for Host, SOA, and Ul.

For information on the functionality and features, see the Oracle Banking Enterprise Default
Management Functional Overview document.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an

action, or terms defined in text or the glossary.

italic

Italic type indicates book titles, emphasis, or placeholder variables for which you
supply particular values.

monospace

Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.

13
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1 Users Administration

This chapter describes all user management related activities to be performed by an administrator for the
application.

1.1 Creating Users in Oracle Identity Manager (OIM)
This section explains the procedure to create users in Oracle Identity Manager (OIM).

To create users in OIM:

1. Loginto OIM with the User ID as xelsysadm and the relevant <Password>.

Figure 1-1 Creating Users in OIM - Log in

Identity Self Service *

€ | (0 10.180.87.225 ¢ | |Q seard e 9 ¥ & =

Accessibility Help  AboutCracle

ORACLE dentity Self Service

Sign In

Sign in with your account

User ID

xelsysadm

Password

.......(

Sign In

Forgot User Login? Forgot Password?
New User Registration

Track My Reqgistration

Copyright & 2001, 2015, Oracle and/or its affiliates. Al rights reserved

2. Click Users under the Manage section.
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1.1 Creating Users in Oracle Identity Manager (OIM)

Figure 1-2 Creating Users in OIM - Manage Section

'@ Identity Self Service x W
€ ) 2 (] 10.180.87.225:14000/identity/Faces/home?_adF.no-new-window-redirect=true&_adF.ctrl-state=5ltb: ¢ | |Q search bl = + A& =

Sandboxes ~ Customize xelsysadm w ===

* Identity Self Servi
ORACLE’ dentity Self Service & setservice

Home

Fie

Users Roles Organizations Administration Roles
Manage users Manage roles Manage organizations Manage admin roles

Policies

Manage policies

Copyright © 2001, 2015, Oracle andlor its affilates. Allrights reserved

3. Inthe Search Users page, search for existing users. The Search Results appear.

4. Click Create in the Search Results section to create a new user.
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1.1 Creating Users in Oracle Identity Manager (OIM)

Figure 1-3 Creating Users in OIM - Click Create

[=] identity Self Service  x

€ 42 (D 10.180.87.225:14000/identity/F W B ¥ A =

Sandboxes = Customize xelsysadm w

ORACLE’ dentity Self Service .

p Self Service [LELELE)
Home = Users x @
4 Users

Search [Disp :I Q, | Advanced
Actions v View v == Create open () Refresh By iy Detach
Telephone
User Login Display Name First Name Last Name Organization Number E-mail Identity Status  Account St
HARRY Harry Potter Harry Potter Xellerate Users Harry@gmail.com Active Unlocked
OIMINTERNAL Internal User OIMINTERNAL OIMINTERNAL Xellerate Users Active Unlocked
WEBLOGIC ‘Weblogic User WEBLQGIC WEBLQGIC Xellerate Users Active Unlocked
XELSYSADM System Adminis... System Administrator Xellerate Users donotreply@ora... Active Unlocked

Copyright © 2001, 2015, Oracle and/or ils affilates. Al rights reserved

5. Inthe Create User page, enter the required user details.
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1.1 Creating Users in Oracle Identity Manager (OIM)

Figure 1-4 Creating Users in OIM - Enter User Details

€ £ 10.180.87.225:1400 @ |/Q search w B ¥ & =

Sandboxes  Customize xelsysadm w ===

ORACLE' |dentity Self Service

14 Setservice Manage
Home Users x Create User x @
Create User m Save As.. ¥  Cancel
4 Request Information
Effective Date E“g
Justification
4 Basic Information
FirstName Clark Manager o,
Middle Name * Organization  Xellerate Users a,
* LastName Kent * User Type  Other :I
E-mail Display Name

A Account Settings
User Login  Clark
Password s o
* Confirm Password | swss
4 Account Effective Dates
Start Date E‘e

End Date rY

A Provisionina Dates
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1.2 Creating Roles in Oracle Identity Manager (OIM)

Figure 1-5 Enter User Details (Continued)

[E identity Self Service %

€ /2 @ |10.180.87.225 v e wBa + A& =

* Confirm Password  «eees
4 Account Effective Dates
Start Date [
End Date Y
4 Provisioning Dates
Provisioning Date [y
Deprovisioning Date Y

4 Contact Information

Telephone Number Posial Address
Home Phone Postal Code

Fax PO Box

Mobile State

Pager Street

Home Postal Address Couniry

4 Preferences
Locale :I
Timezone

4 Other Attributes

Common Name Locality Name
Department Number Initials
Employee Number Title

Generation Qualifier

Hire Date fe

Copyright ® 2001, 2015, Oracle and/or its affilates. All rights reserved

6. Click Submit.

On completion of this procedure the user gets created in OIM, and gets synced in OID.

1.2 Creating Roles in Oracle Identity Manager (OIM)
This section explains the procedure to create roles in Oracle Identity Manager (OIM).

To create roles in OIM:
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1.2 Creating Roles in Oracle Identity Manager (OIM)

1. Click Roles under the Manage section.

Figure 1-6 Creating Roles in OIM - Manage Section

'E Identity Self Service  x W&

€ ) 22 )(® | 10.180.87.225:14000/identity/faces/home?_adFf.no-new-window-redirect=true&_adF.ctrl-state=5ltb: ¢ | |Q search w B8 ¥ & =

Sandboxes =~ Customize xelsysadm w ===

ORACLE’ Identity Self Service & senservice

Home

i

Users Roles Organizations Administration Roles
Manage users Manage roles Manage organizations Manage admin roles

Policies

Manage policies

Copyright ® 2001, 2015, Oracle andior its affiiates. All rights reserved

2. Inthe Search Roles page, search for existing roles. The Search Results appear.

3. Click Create in the Search Results section to create a new Role.
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1.2 Creating Roles in Oracle Identity Manager (OIM)

Figure 1-7 Creating Roles in OIM - Click Create
PE cnsersene - G

€ | /2 ©]10.180.87.225:14000/identit

C edirect=true&_adF.c tbrv | @ | |Qs w8 +¥ i =
Sandboxes ~ Customize xelsysadm w ===
ORACLE’ dentity Self Service
Ly SelfService Manage
Home | Roles x @
‘- Roles
Searchf Q,  Advanced
Actions v View v == Create Open Delete () Refresh  Ey [y Detach

Name Role Description

@i ALL USERS  Defaultrole for all users

& Administrators  Administrators role for SOA

& BIReportAd...  Administrators role for Bl Publisher Reporis
iy OPERATORS  Operator role

& SELF OPER... Operator role for self registration

s SYSTEMAD... System Administrator role for CIM

Copyright & 2001, 2015, Oracle andior its affiliates. Al rights reserved

4. Fill the role details.
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1.2 Creating Roles in Oracle Identity Manager (OIM)

Figure 1-8 Creating Roles in OIM - Enter Role Details

€ | 2 (| 10.180.87.225:14000/identity/Faces/home?_ad ect=true&_adF.ctri-state=slth! ¥ | @ || Q Search W Ba ¥+ @& =

Sandboxes  Cusiomize xelsysadm w

ORACLE |dentity Self Service

Ly SelfService Manage
Home Roles x Creale Role x ]
Create Role
This wizard walks you through the steps to create a Role
[ ] Cancel Next
Attributes Hierarchy Access Palicy Members Organizations Summary

General Role Information

* Name TestFullAccess
* Display Name TestFullAccess
Role E-mail

TesiFullAccess

Role Description

* Owned By System Administrator o

4 Catalog Attributes
* Category Role
Audit Objective
Risk Level 1

User Defined Tags

Approver User O,

5. Click Finish. The role is created successfully.

This role creates a group in OID.

While running the PIT (Policy Import tool), the Enterprise role (OIM role or OID group in this scenario) is
mapped to the Application Role in OES.
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1.3 Assigning Roles to Users in OIM

Figure 1-9 Creating Roles in OIM - Role Created Successfully
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4 Attributes
Name TestFullAccess
Display Name TestFullAccess
Role E-mail

TestFullAccess

Role Description

Owned By System Administrator
) Catalog Attributes

» Hierarchy

» Access Policy

» Members

» Organizations
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1.3 Assigning Roles to Users in OIM

This section explains how to assign roles to the userin OIM.

To assign a role to a user:

1. Loginto OIM.

2. Navigate to the Roles Tab under the User.

3. Click Request Roles.
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1.3 Assigning Roles to Users in OIM

Figure 1-10 Assigning Roles in OIM - Requesting Roles
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4. Inthe Catalog page, select the required role and click Add to Cart. The item gets added to the cart.
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1.3 Assigning Roles to Users in OIM

Figure 1-11 Assigning Roles in OIM - Adding to Cart

0 y \dow-redirect=t ct k ¢ | |Q search =] ¥ A =
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5. Click Checkout.

A4 SelfService Manage

&

T

o

)

Cancel Next

Search and select individual items from the Catalog tab. Sets of pre-bundled items commonly used in your organization can be selected from the Request Profiles tab.

Add Selecled to Cart

©® - AddiocCart
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1.3 Assigning Roles to Users in OIM

Figure 1-12 Assigning Roles in OIM - Checkout Cart
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6. Inthe Cart Details page, click Submit.
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1.4 Locking Users in OIM

Figure 1-13 Assigning Roles in OIM - Submit Cart

Q search *E @+ & =

-new -state=ry1k: ¢ | |Q search
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3 e -
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Justification
4 Cart ltems
Display Name
Q @, TestFullAccess b i ]
MY TestFullAccess
Update

Request Details TestFullAccess

Grant Duration

=

Grant will be effective immediately upon request completion

Start Date End Date

On completion of this procedure the role gets assigned to the userin OIM.

1.4 Locking Users in OIM

This section explains how to lock the userin OIM.
To lock a user:

1. Loginto OIM.

2. Click Lock Account to lock a user.

A message appears, Are you sure you want to lock the account for the following user?

3. Click Lock.

1 Users Administration | 27



1.4 Locking Users in OIM

Figure 1-14 Locking Users in OIM
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The user is locked successfully.
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1.5 Unlocking Users in OIM

Figure 1-15 User Locked Successfully

e cenysersenice
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XELSYSADM System Adminis... System Administrator Xellerate Users donotreply@ora... Active Unlocked
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1.5 Unlocking Users in OIM

This section explains how to unlock the userin OIM.
To unlock a user:
1. Loginto OIM.
2. Click Unlock Account to unlock a user.
A message appears, Are you sure you want to Unlock these users?

3. Click Unlock.
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Figure 1—-16 Unlocking Users in OIM
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The user is unlocked successfully.

1.6 Resetting User Password in OIM

This section explains how to reset user password in OIM.
1. Loginto OIM.

2. Click Reset Password to reset a user password.

v

Telephone
Number

¢ Qs

Sandboxes

Harry@gmail.com

donotreply@ora...

Customize xelsysadm w

i Self service

Identity Status

Active
Active
Active

Active

Manage

&

» »

Account St

Unlocked
Unlocked
Unlocked

Unlocked
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Figure 1-17 Resetting User Password in OIM
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OIMINTERNAL Internal User OIMINTERNAL OIMINTERNAL Xellerate Users Active Unlocked
WEBLOGIC Weblogic User WEBLOGIC WEBLOGIC Xellerate Users. Active Unlocked
XELSYSADM System Adminis... System Administrator Xelleraie Users donotreply@ora... Active Unlocked
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The Reset Password dialog box appears.

You can select either Manually change the Password option to change the password manually or
select the Auto-generate the password (Randomly generated) option to enable auto generation of
the password.
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Figure 1-18 Resetting User Password in OIM - Manually or Auto-generate
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I Reset Password X

Change the user's password using one of the following two methods.

O Manually change the Password

New Password

@

Confirm New Password

° Auto-generate the Password (Randomly generated)

& E-mail the new password to the user

Reset Password Cancel

3. If you select the Manually change the Password option, enter the new password in the New
Password and the Confirm New Password fields.
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Figure 1-19 Resetting User Password in OIM - New Password
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]
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Reset Password Cancel

The user password is reset successfully.
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Figure 1-20 Password Reset Successfully
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OIMINTERNAL Internal User OIMINTERNAL OIMINTERNAL Xellerate Users Active Unlocked
WEBLOGIC Weblogic User WEBLOGIC WEBLOGIC Xellerale Users Active Unlocked
XELSYSADM System Adminis... System Administrator Xellerate Users donotreply@ora... Active Unlocked

Copyright @ 2001, 2015, Oracle andior its affiiates. All rights reserved

1.7 User Management Using the Admin Application

The User Management screen is a quick start Ul, provided to create initial users and verify the OBEDM
installation.

https://<ui-server-name>:<ui-server-port>/com.ofss.fc.ui.view.admin/faces/admin.jspx

To create initial users and verify the installation, perform the below mentioned steps:
1. Click Security tab in View Admin.
2. Select User Management.

3. Click + icon to add a user.
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Figure 1-21 Adding a User
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Enter the mandatory fields required for creating a user.

1 Users Administration | 35



1.7 User Management Using the Admin Application

Figure 1-22 Enter Mandatory Details
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5. Click Apply Changes to save the user details locally.
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Figure 1-23 Applying Changes
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To add a user to a group, select the row containing the user and click Assign Roles.
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Figure 1-24 Adding User to a Group

€ OR /10.180.84.177:8002/com

= ORACLE Posting Date  15-Jan-2016

ast Path Q i} weblogic
BANKING PLATFORM

SECO1 x

User Management B Pint Ok # Clear 3¢ Exit

4 Search Filter

Username -

4 User Details

Usemame Target Unit Branch Delete
Harry GLBL_BU_PB 1010 -

4 User Details Form Edit Applychanges Assign Roles

Username  Harry Preferred Language
FirstName Harry Accrediation
LastName Potter Brand
Email Harry@gmail.com 2FA Status

Home Branch 1010 Forum Nick Name
Manager Party Id
Target Unit  GLBL_BU_PB Last Logged in Dale Time

2FA Inactive Begin Dale

2FA Inactive End Dale

The available and assigned roles appear.
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Figure 1-25 Available and Assigned Roles
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Select the group to add user and move it to the Assigned Roles table.
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Figure 1-26 Adding User to Assigned Roles Table
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8. Click Ok to save the changes.
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Figure 1-27 Save Changes

=] oracle Banking Plat... x

€ O 10.180.84.177: ¢ | |Q search w B + @
= ORACLE ruingpae 15uan2016

== BANKING PLATFORM

s} ©O weblogic =

SEC01 %

User Management 5 Print # clear ) Exit

4 Search Filter © Information x

Messages for this page are listed below.

Usermname =5
[i] Operation completed successfully.
@ Transaction reference number :2016015007877481
4 UserDetails e
OK:
Username Target Unit Branch Delete
Harry GLBL_BU_PB 1010
f
4 Groups
All Roles < Assigned Roles
Role > Role
No data fo display. TestFullAccess

1.8 Unlocking Users in Oracle WebLogic Server (OWS)
Administration Console

This section explains the procedure to unlock users in Oracle WebLogic Server (OWS) using Administration
Console. If users unsuccessfully attempt to log in to a WebLogic Server instance for more than the configured
number of retry attempts, they are locked out of further access. This procedure allows you to unlock locked
users so that they can log in again.

To unlock a user in OWS:
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1. Loginto OWS. The Home Page of OWS Administration Console appears.

Figure 1-28 OWS Log in
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Administration Console
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Login to work with the WebLogic Server domain

Username: weblagic

Login

2. Inthe Domain Structure section, click the base_domain link.
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Figure 1-29 base_domain
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3. Inthe Settings for base_domain page that appears, click the Security tab.
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Figure 1-30 Security tab
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4. Click the Unlock User tab.

5. Inthe Unlock User field, enter the User ID to unlock the user.
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Figure 1-31 Unlock User
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6. Click Save. The message User successfully unlocked appears.
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Figure 1-32 User Successfully Unlocked
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On completion of this procedure the user gets unlocked in OWS.

1.9 Creation of first time user to access OBEDM

This section explains the procedure to create the first bank user having access to the application.

Note

Make the default authenticator as sufficient in host console and reorder
it below OID Authenticator. Also change 'cn' attribute to 'uid' in the All
Users Filter and User From Name Filter in OID Authenticator provider
specific properties.

1. Loginto OIM using the admin user xelsysadm. Create a new role in OIM as described in Section 1.2
Creating Roles in Oracle Identity Manager (OIM). For example, Developer. This creates a group in OID
(Developer).

2. Loginto admin application using the weblogic user. Create a user as described in Section 1.7 User
Management Using the Admin Application. For example, john.doe.
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3. Add the user (john.doe) to the Developer.

4. Map the application role Administrators to the Enterprise Group Developer in EM (refer screenshots
below). After doing this, the user should have access to all artifacts assigned to the 'Administrators'
role. These access rights can be viewed in OES.

Figure 1-33 Log in Oracle Fusion Middleware Control
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) Loginto Parttion

Signin

ORACLE

Copyright © 1996, 2016, Oracle andfor s affiiates. Allrights reserved. Oracle is  registered rademark of Oracle Corporation andior s affiates. Other names may be irademarks of their respective owners.
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Figure 1-34 Click Application Roles
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Figure 1-36 Add Principal
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2 Approvals Management

This chapter describes the SOA Composer rules setup, worklist authorization, and BPM Routing rules setup
related activities to be performed as an administrator.

2.1 SOA Composer Rules Setup

After the rules are set up using seeds, you must set up the approval rules in SOA Composer. The following
procedure is performed during SOA Composer rules setup:

2.2 Enabling Worklist Authorization

This section explains the steps in enabling Worklist authorization. Following are the steps:

Step 1 Identify the Service Name
There can be two services for the same service. A normal ’app’ service and appx’ service. We need to
identify both the services.

For example, Add Transaction Limit will have the following two services:
m com.ofss.fc.app.sms.service.limit. TransactionLimitApplicationService.add TransactionLimit
m com.ofss.fc.appx.sms.service.limit. TransactionLimitApplicationServiceSpi.addTransactionLimit

Step 2 Enable Dual Authorization
Once the services are identified, follow the below steps to enable Dual Authorization.

1. Loginto Oracle Banking Enterprise Default Management.

2. Navigate to Artifact Dependency Map (Fast path: SM500) page.

3. Inthe Search Text field, type the service-name or a part of it or enter phrase in the format TASK _
CODE+search_text that helps to select the service using auto suggest behavior.

For example, to search for a service for promise to pay case, search text can be as follows:
m PromiseToPay

m Hardship

m com.ofss.fc.appx.collection.service.promisetopay.PromiseToPayApplicationServiceSpi.creat
e
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Figure 2—1 Search for service using entire service name
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Figure 2-2 Search for service using TASK CODE + search text

e i o R s R | i | o | o G i it | R | ¢ o, T e
€ | @ hitps://10180.5.29:3002//com.ofss.fc.ui.view/Faces/main jspx?_afrl oop=122585770681639068 L ji7hé ad v C' || Q Search B A B-g =
%@ﬁ%&e Fosting Date  01-Jan-2016 iv T % v nikhilt v -

Account v BackOffice v CASA v Collection v CreditCard v  Insurance v LCM v  Loan v  Origination v  Pary w  PaymentAnd Collection v  Term Depesit v FastPaih
Party Gontext At SM500 x
Search by Name B

Artifact Dependency Map

Criteria x| = Pt @ Ext

Advanced Search

4 Resource Search
Enter search text or Enter ‘OBP* for default search

SearchText  ASAQD1+depositcash
tote: SERVICE, CASA001,Dda - DemandDepositCashTransactionServiceSpi Deposit Cash
4. For guided on. (Example : deposit sash, address taskilon; OK).

2. Please use tas

2. Amasimum of

TASKFLOW,CASA001, Cashdeposit Details Task Flow

SERVICE CASAD01 Brop - CashPositionapplicationServiceSpi Fetch

:PC NS ID: WORKFLOW
. DescPayme TASKFLOW.CASA001, Cash Denomination Task Flow Desc: Insurance Desc: WORKFLOW
Type: MOD! Type:MODULE Type: MODULE
TASKFLOW,CASA001, Cash Denomination Details Task Flow
SERVICE, CASAD01.Td - DepositApplicationServiceSpi Validate Term Deposit Transaction
T T T u
T
Desc: Term Deposit
Type: MODULE
1:0RG 1D: ACCT ID: BACK_OFFICE 1D:LCM 1ID: COLLECTION
Desc: Crigination Desc: Account Desc: Back Office Desc:LcM Desc:Collection
Type: MODULE Type:MODULE Type: MODULE Type: MODULE Type:MODULE
ID:CASA
Desc CASA
Type: MODULE

4. Click the Approval Checks tab and add approval checks.
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Figure 2-3 Add Approval Checks
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Step 3 Configure Severity
Enabling of dual authorization alone will not send the transaction for approval. Hence we need to configure
Severity for the identified service, to enable the call for approval workflow.

This will be configured from the page Artifact Dependency Map (Fast path: SM500).

Follow the below steps to configure severity:

1.
2.

Log in to Oracle Banking Enterprise Default Management.

Navigate to the Artifact Dependency Map (Fast path: SM500) page.

Inthe Search Text field, type the service-name or a part of it or enter phrase in the format TASK _
CODE-+search_text that helps to select the service using auto suggest behavior.

For example, to search for a service for promise to pay case, search text can be as follows:
m PromiseToPay
= Hardship

m com.ofss.fc.appx.collection.service.promisetopay.PromiseToPayApplicationServiceSpi.creat
e
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Figure 2—4 Search for service using entire service name
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Figure 2-5 Search for service using TASK CODE + search text
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4. Ensure approval checks are added. If not, then configure the approval checks.
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Figure 2—6 Dual Control
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5. Click the Severity tab and update the severity, if already maintained. Otherwise, click the Add button

in the toolbar to add new row in table.

Figure 2-7 Add New Severity
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6. Enter the following details in the Severity tab.

Branch code from which the transaction is to be performed. Specify ANY to

Branch Code configure for all branches.

Example: 082991
RoleID Security Role to which the user belongs and initiates the transaction.
Channel ID Channels such as BRN, ATM, IB and so on, through which the transaction

is performed.

Reason Code

Select Reason Code 1000 normal approval flow.

Severity

This field contains four values as detailed below:

Ignore: Allows transaction to complete without any authorization, that is
Auto Authorization.

Override: Transaction will be sent for Authorization.

Notify: In this case, the task is not sent for authorization, but the user is
expected to confirm the transaction for proceeding ahead. This option is not
applicable in case of Dual Authorization.

Reject: System does not allow to proceed with transaction.

To enable Dual Authorization, select Override option.

At times you may also notice that the Severity Configuration is already
set up. Do not change it.
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Figure 2—-8 Add Severity Details
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Save newly added severity using the Save button in toolbar.

Figure 2-9 Save Severity Details
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Figure 2—10 Update Severity and Save
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Step 4 Testing Approvals
Once the configurations are done, navigate to the screen for which approval is enabled.

Let us consider Scan Reject (Fast path: PC204) for example:

1. Loginto Oracle Banking Enterprise Default Management.

2. Navigate to the page Scan Reject (Fast path: PC204).

3. Enter the required details and click Ok. The message Approval is required for the transaction appears.
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Figure 2—-11 Scan Reject (Fast path: PC204)
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4. Now login to the Oracle BPM Worklist application (BPEL Worklist) of the respective environment
using the supervisor credential.

5. In My Tasks, select the work item assigned against your name.
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Figure 2—12 Oracle BPM Worklist Log in
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6. Enter the same user name and password to open the work item page.
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Figure 2—13 Enter Log in Credentials
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7. Onsuccessful submission of the Log in credentials, you can see the snapshot of the OBEDM page

(Scan Reject in this case) from which the transaction occurred and was sent for approval.

Verify whether the page displays the data entered in the OBEDM application when it was sent for
approval.

You can see Approve and Reject option for the work item.
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Figure 2—14 My Tasks - Work Item Details
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9. Click Approve or Reject to perform the appropriate action.
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Figure 2—15 Approve or Reject Task
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Once the transaction is approved, you can see the status of transaction as Completed

be seen by selecting the option Completed from St

e

Ly T = =

ate list.

. This can also
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Figure 2—16 Task Complete
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10. Check the history of the work item by scrolling down.

iy

Taskld=01fc91eb-acel -4e59-953a-56ba7 d1 caB4eBibpmWorklistContext=8568e045-47 da-4b1a-842b-53f877Tb&f119%:3...
T T
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Figure 2—17 Worklist Task History
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2.3 BPM Routing Rules Setup

This section describes the steps and the screens required to configure BPM rules for approval. Same can be
referred for configuring any other routing rules based on facts available in human task payload.

1. Loginto Worklist App using Weblogic / Weblogic1 [or any other user with administrators as role].

2. Click Administration link.
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Figure 2—18 Worklist App - Administration Link
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Please select a task to see the details

Copvriaht ® 2005. 2013. Oracle and/or its affiliates. All riahts reserved.

3. Navigate to Task Configuration tab.
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Figure 2—19 Task Configuration
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4. Search the task by inputting the name of the task in the search bar. For example, HT LoanSpi_
CreateAndConfigureLoanAccount or *CreateAndConfigureLoan* or * PromiseToPay*.
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Figure 2—20 Search Task Types
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5. Click the result to open the task for editing.
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Figure 2—-21 Task Editing
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6. Click the Editicon.
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Figure 2—-22 Configuring Rules - Edit Icon
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7. Navigate to Rules tab for configuring rules.

8. Click participant to edit rule for that stage. For example, stage 1 -> PT1)
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Figure 2—-23 Configuring Rules - Rules tab
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9. Expand the Rule to configure. For example, Rule 5.
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Figure 2—24 Expand Rule
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10. Expand the Advance Settings panel.
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Figure 2-25 Advanced Settings
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Figure 2-26 Rule Expansion
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11. Click Active check box to enable a particular rule.
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Figure 2—-27 Enabling Rule
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12. Click the drop-down arrow to add a new row of condition and select Simple Test.
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Figure 2—28 Adding New Row of Condition
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13. Expand Task ->Payload and then select the fact.
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Figure 2-29 Expanding Payload
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Figure 2-30 Selecting Fact
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14. Update the fact value as per condition required for routing.
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Figure 2-31 Updating Fact Value
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Note

Negotiated Amount should be multiplied by 10000. For example, if you
want to set limit for $5 negotiated amount, then in BPM rule you need to
put fact value as 50000.

15. Select Approver Group from the option list. For example, select FEE_ APPROVER.
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Figure 2-32 Select Approver Group
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16. Save and commit the rule and the task.
You can follow similar steps to configure rules on different stages. Ensure the desired rule is active.

If no rule is evaluated, then the task will be auto rejected by workflow system.

2.4 Enabling Local Approval Worklist Authorization

Local Approvals is an alternative for the SOA setup. Instead of approving the approval task from BPM. The
approver can approve or reject the approver task through Work Item Inquiry page. This section explains the
process for Local Approval Worklist authorization.

2.4.1 Day Zero Setup for Local Approval Worklist Authorization

The local Approval setup can be enabled through day zero seed. It is configured at the service level not at the
Enterprise level. Hence, SOA processes and Local approval can co-exists.

Checkpoints for the Day Zero:

1. Inthetable flx_fw_config_all_b prop_value should be true for prop_id
'isLocalApprovalConfigurationFlag' and category_id 'LocalApprovalServicesConfig'
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2.

In the table fix_fw_config_all_b prop_value should be false for prop_id
'isLocalApprovalCommonFlag' and category_id 'LocalApprovalServicesConfig'

In the table FLX_FW_CONFIG_ALL_B an entry for Category Id 'LocalApprovalServicesConfig' with
prop id as the Identified Application service spi plus its method name for which local approvals needs
to be configured with prop value as true.

2.4.2 Enabling the Local Approval WorkList Authorization

Step 1 Identify the Service Name

There can be two services for the same service. A normal ’app’ service and appx’ service. We need to
identify both the services.

For example, Add Transaction Limit will have the following two services:

com.ofss.fc.app.recovery.service.settlementoffer. SettlementOfferDetailsApplicationServiceSpi.callF
orApprovalFrVendor

com.ofss.fc.appx.recovery.service.settlementoffer. SettlementOfferDetails ApplicationServiceSpi.call
ForApprovalFrVendor

Step 2 Enable Dual Authorization
Once the services are identified, follow the below steps to enable Dual Authorization.

1.
2.
3.

Log in to Oracle Banking Enterprise Default Management.
Navigate to Artifact Dependency Map (Fast path: SM500) page.

In the Search Text field, type the service-name or a part of it or enter phrase in the format TASK _
CODE+search_text that helps to select the service using auto suggest behavior.
For example, to search for a service for settlement offer case, search text can be as follows:

m com.ofss.fc.app.recovery.service.settlementoffer.SettlementOfferDetailsApplicationServiceS
pi.callForApprovalFrVendor
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Figure 2—33 Search for service using TASK CODE + search text
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4. Click the Approval Checks tab and add approval checks.
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Figure 2—-34 Add Approval Checks
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Step 3 Configure Severity

Enabling of dual authorization alone will not send the transaction for approval. Hence we need to configure
Severity for the identified service, to enable the call for approval workflow.

This will be configured from the page Artifact Dependency Map (Fast path: SM500).

Follow the below steps to configure severity:

1. Loginto Oracle Banking Enterprise Default Management.
Navigate to the Artifact Dependency Map (Fast path: SM500) page.

3. Inthe Search Text field, type the service-name or a part of it or enter phrase in the format TASK _
CODE-+search_text that helps to select the service using auto suggest behavior.
For example, to search for a service for settlement offer case, search text can be as follows:

m com.ofss.fc.app.recovery.service.settlementoffer.SettlementOfferDetailsApplicationServiceS
pi.callForApprovalFrVendor
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Figure 2—35 Search for service using TASK CODE + search text
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4. Ensure approval checks are added. If not, then configure the approval checks.

Figure 2—-36 Dual Control
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5. Click the Severity tab and update the severity, if already maintained. Otherwise, click the Add button
in the toolbar to add new row in table.
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Figure 2-37 Add New Severity
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6. Enter the following details in the Severity tab.

Branch code from which the transaction is to be performed. Specify ANY to

Branch Code configure for all branches.

Example: 082991
Role ID Security Role to which the user belongs and initiates the transaction.
Channel ID Channels such as BRN, ATM, IB and so on, through which the transaction

is performed.

Reason Code

Select Reason Code 1000 normal approval flow.

Severity

This field contains four values as detailed below:

Ignore: Allows transaction to complete without any authorization, that is
Auto Authorization.

Override: Transaction will be sent for Authorization.
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Notify: In this case, the task is not sent for authorization, but the user is
expected to confirm the transaction for proceeding ahead. This option is not
applicable in case of Dual Authorization.

Reject: System does not allow to proceed with transaction.

To enable Dual Authorization, select Override option.

Note

At times you may also notice that the Severity Configuration is already
set up. Do not change it.

Save newly added severity using the Save button in toolbar.

Figure 2—38 Save Severity Details

) Posting Date
ORACLE @ Fast Path/Screen Name Q E * x Feb 4 2024 OFSSUser

0 Information X
Artifact Dependency Map Messages for this page are listed below. X
et | Dete © operation completed successfully | TYESERIICE Idncion | dccont Vendor
Log Analysis TYPE:SERVICE Configurati... | TYPE:SERVICE
TYPE:SERVICE e Type (© Transaction reference number 2024033048363932 step

General Details Permissions  Approval Checks  Severity Service Aftributes  Service Javadoc

Vewy + X H & Detach

Egadnech Role ID Channelld  ReasonCode  SEVERITY Local Approver Type Ruled
SEVERITY
3010 administrators BRN 1000 OVERRIDE T Ruleld v MANULOSAMT
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Figure 2—39 Update Severity and Save

ORACLE®

0 Information

Messages for this page are listed below.

Artifact Dependency Map

Detalls

Integration @ operation completed successfully
Log Analysis .
TYPE: SERVICE Tveeseace | Tvee: (@ Transaction reference number 202403504836

General Detalls  Permissions  Approval Checks Severity Service Atfributes  Service Javadoc

vews 4+ X H &' Detach

@ Fast Path/Screen Name

Posting Date

OFSSUser
Feb 04, 2024

Q

B x X

X
! TYPESERICE Instuction Account vendor
TYPE:SERVICE Configurati... | TYPE:SERVICE
3032 Step

g;adnech Role D ChannelId ~ Reason Code SEVERITY Local Approver Type RuleId
SEVERITY
3010 administrators BRN 1000 OVERRIDE Y Ruleld v MANUL_OS_AMT

Step 4 Configure Service Attributes

Service attributes are the attributes that are configured with service using which rules can be evaluated.

These can be configured by running the Policy Store setup.

Figure 2—40 Configure Service Attributes
<_

S0

2

G A Not secure | 10.40.73. om.ofss.fo.ulview/

= ORACLE’

@ Fast Path/Screen Name

Posting Date
Feb 04, 2024

q

OFSSUser

General Detalls Permissions Approval Checks Severlty Service Attributes  Service Javadoe

Artifact Dependency Map o Ext
Integration Details Biler Slatement | TYPE:SERVICE For Product | TYPE:SERVICE Tnstruction Aeeount N B -
Ly Fnalyss Category | TYPESSERVICE TYPE:SERVICE TYPESERVICE Confgurati,. | TYPE:SERVICE
TYPE:SERVICE TYPESERVICE  TYPESSERVICE Step
=

Viewy < X H i Detach
Name value av
!
b AllowedPolicyAttributes Settlement0fferDetailsMatrix_SetilementUserRole SettlementofferDetailsMatrix_Settlen Seric et fferDetailsMatrix_SetlmntofferValidity, Settlement ...
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Step 5 Policy Management Setup
Policy management setup is used to provide grants to the specific roles.

For eaxmple: Adminstartor,systemAdministrator, and so on.

Following are the steps needs to be followed:
1. Login to the Policy Management Screen, search the Resource through the identified service name.

Figure 2—-41 Search Resource

SM502 *

Policy Management VOK #ckar ¥ E

4 Resource Name

*Resource  com.ofss.fc.appx.recovery.service.settlementoffer SettlementOfferDetailsApplicationServiceSpi.callForApprovalFrvendor

* Resource Type  SERVICE
4 Policy Table

viewy 4 X o} Detach

NAME * EFFECT * ACTION DESCRIPTION ~ * ROLES CONDITIONS

ADMINISTRATORS_OBP_APPX_RECOVERY_SERVICE_SETTLEMENTOFFER_SETTLEMENTOFFERDETAILSAPPLL..  GRANT PERFORM ADMINISTRA..  Administrators

SYSTEMADMINISTRATORS_OBP_APPX_RECOVERY_SERVICE_SETTLEMENTOFFER_SETTLEMENTOFFERDETAI GRANT PERFORM SYSTEMADM...  SystemAdmi.

In case require to add a policy. Click on add button of the tool bar. Specify the Role for which grants to
be given then click save button.
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Figure 2—42 Select Role

SM502 %

Yolicy Management 0K Clear

4 Resource Name

* Resource  com.ofss.fc.appx.recovery.service.settlementoffer. SettlementOfferDetailsApplicationServiceSpi.callForApprovalFrvendor

= Resource Type SERVICE

4 Policy Table

View v | = X i Detach

NAME * EFFECT * ACTION DESCRIPTION  * ROLES CONDITION
v v BH -
SystemAdministrators
ADMINISTRATORS_OBP_APPX_RECOVERY_SERVICE_SETTLEMENTOFFER_SETTLEMENTOFFERDETAILSAP.. GRANT PERFORM ADMINISTRA. e —
SYSTEMADMINISTRATORS_OBP_APPX_RECOVERY_SERVICE_SETTLEMENTOFFER_SETTLEMENTOFFERDET. GRANT PERFORM SYSTEMADM SystemAdmi.

2.4.3 Local Approval Rule Setup

This section describes the steps and the screens required to configure Local Approval rules for approval.
Below are the steps to follow:

Step 1 Facts Setup
The Facts that are used for Rule creation are created through seed.

Step 2 Rule Creation through Rule Author screen
While creating the Rule Domain Id should be Global and Domain category Id should be Approvals. Facts

should be selected from the Work Item Category. Stage 1:Approver Id is the Approver and isGroup Specify
whether approval is going for group or not.
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1. Normal Rule Creation

Figure 2-43 Normal Rule Creation

& C A Notsecure | 1040.73.230:8001 com.ofss feuiview) r Q ° i

E ORACLEF @ Fast Path/Screen Name qQ E * x osting ats OFSSUser - =3

Feh 04, 2024

Rule Author Dupdate BCopy A Print ckar X Edt
Domain D Global Domain Name  Global :
Domain Cateqory ID Approvals Domain Cateqory Name  Approvals
“Rule D APP_SUM_ACT_BRN_3010 “Name  APP_SUM_ACT_BRN_3010
* Effective Date  Jan 16, 2024 * Description  APP_SUM_ACT_BRN_3010
Authoring  GRE Version 1

Mutti Value Fact

Authoring  Usages (0)

(ReasonCode  equalto 1000 )

equalto 3010 )

2. Double Stage Rule
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Figure 2—44 Double Stage Rule

[y [ —

Rule Author Read - Crecte NOJNES  CCoyp @it v

If
(ReasonCode equaltol™ 1000 7))

Andv  (Actual Setlement Percentage lessthan ¥ 505 X v )

+

Then
Stage?.Anproverld equalto manojm.us

{a isGroup equalto False &

Stage? Approverld equalto OFSSUser ¢ X
{a isGroup equalto False @

+

Add Block =

3. Group Rule
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Figure 2—45 Group Rule

Rule Author

* Effective Date Jan 28,2024
Authoring GRE
Multi Value Fact _

Authoring  Usages (0)

(ReasonCode equalto 1000 )

And (Actual Settlement Percentage lessthan 305 )
Then

| equalto Administrators

4 isGioup equalto True

LGN +Ceate ()Update  ECoy  Fent Ok

* Description SETTLE_APPROVAL

Version 1

Step 3 Attaching rule in Artifact Dependency Map
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Figure 2—46 Attach Rule

IRy SMS500 *

Artifact Dependency Map

Integration Details Biller Statement | TYPE:SERVICE For Product | TYPE:SERVICE Instructon Becount
Log .:nn},‘m Categary TYPE: SERVICE TYPE: SERVICE TYPE: SERVICE an‘lgurm TYPE: SERVICE
TYPE:SERVICE TYPESERVICE  TYPE:SERVICE Step

General Details  Permissions  Approval Checks Saverity  Service Atlributes  Service Javadoc

Vewr 4+ X H o Detach

SEVERITY Local Approver Type Rule 1d

OVERRIDE Rule d MANUL_OS_AMT

OVERRIDE Rule d MANUL_DS_AMT

OVERRIDE Rule d MANUL_0S_AMT

QOVERRIDE Rule d MANUL_0S_AMT

2.4.4 Local Approval Testing

Following are the steps which need to be followed:

Step 1 Initiating the Local Approval Process through screen
Go to the screen from which process needs to be initiated if the configurations are correct following message
will come.
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Figure 2—47 Successful Message

= 1) Posting Date
— : ) OFSSUser
= ORACLE @ Fspatvseeenhane Q[ ) § x o
REC100X
Service Recovery Accol @ Information X X ki
Transaction has been queued in the approval worklst. Workitem Id: 2024033046160923, Reference Number : 202403304616092, s
01315002844068  System View
07164184302631  System m View
\
G3647478415079  System  Nov02,2023  Nov09,2023 §25456223 12Days English System ~ English System  Rejected by Cust..  View /
64520661334496  System 0ct09, 2023 Oct12,2023 §14000923 7 0ay3 English §ystem ~ English System  Rejected by Cust..  View
+
Add Offer
Basics
Offer Date Feb0d, 2024 * Offer Expiry 2 Days (Feb 08, 2024)
* Setflement Amount  $225.902.00 i} * Seftlement Tem 3 Days

Step 2 Search Worklist Item
Go to WL001 screen search with the reference number.
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Figure 2—48 Search Reference Number

= ORACLE® st Path/Sereen Name
Work Item Inquiry
Finial Appraver Fina Nature of
Pasting Date Party Il Wark ftem ID Transaction Type Task Code Entered By Wark Item Status  Approver I Account Numb
D setion Transaction
Feb (4, 2024 000009873 2024035046160923  Non Financial Transa REC19950 OFSSUser  [OFSSUser] INITIATED Narmal 300354278
]
4 Work Item Details
d
Work ltem 1D 2024035046160923 Version Tickel 2
Task Code REC19950 Message Type  NORMAL_MSG
Posting Date  Feb 04, 2024 Reference Number - 2024035046160023
Initiation Date  27-Feb-2020 10:54:20 AM Original Reference Number
Entered By  OFSSUser Final Approver (D [OFSSUseq]
Bank Code 30 hequirer 1D .

Step 3 Approve/Reject the Worklist Item

Final Approver Id as OFSSUSER has come .That means for "OFSSUSER" user Approve and Reject
button are enabled. If the Approver Approves the request the transaction commits and for Rejection whatever
is configured happens.
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Figure 2-49 Approve and Reject button Enabled

- @ A MNotsecure | 10.40.73.230:5001/com.ofss fc.uiview/ * 0 ° i

REC199S0
Settlement Offer(s)
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1 3

Cancel Request | Reverse Transaction  Reject  Approve  Close
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3 Setting Up The Bank And Branch

This chapter provides the process of setting up the bank and the branch commonly referred to as the Day 0
setups.

3.1 Common Services Day 0 Setup

The Common Services setup includes the following sections.

3.1.1 Core Maintenances

Core Entity Services seek to define the broad parameters within which the rest of the application functions.
The service defines the bank, the various modules of the application that the bank may want to introduce, the
languages and the time zones it operates in, the core parameters and structures of its various branches. The
core entity services are also used by each of the different modules, and provide a variety of support functions
to them.

The following Core Maintenances must be completed as a part of bank and branch setup:

m Bank Codes (Fast path: CS01)

m Bank Parameters (Fast path: CS03)

m Branch Parameters (Fast path: CS06)

m Country Codes (Fast path: CS09)

m Financial Cycle (Fast path: CS10)

m Define Payment Calender Codes (Fast path: CS15)
m Reason Codes (Fast path: CS16)

m State Codes (Fast path: CS17)

m Purpose Codes (Fast path: CS24)

m Bank Policy (Fast path: CS26)

m Transaction Code Maintenance (Fast path: CS44)

m Define Non-Financial Event Transaction Code Mapping (Fast path: CS45)
m Data Security Configuration (Fast path: CS50)

Note

To view the detailed procedure for each application page, see its
context sensitive help in the application.

3.1.1.1 Head Office Setup

The Head Office branch creation is currently being done via seed data where the Branch Type is HO. Branch
Type is a seed table with fixed values for all applicable branch types, that is uploaded to the application from
the backend. After the creation of Head Office branch through seed data, you can proceed to create other
branches from the application where the Branch Type is shown as a LOV (excluding HO).
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The process to set up a head office branch is as follows:

1. Create a new bank code in the application through the page Bank Codes (Fast path: CS01).
2. Set up the new bank parameters through the page Bank Parameters (Fast path: CS03).

3. Modify the seed data for Branch Type to include the new bank code as HO and run the seed. Currently
the seed will be for Bank Code 08. The head office branch is created via this seed data.

4. Proceed to create the other branches through the application using the page Branch Parameters (Fast
Path: CS06), that includes all branch types other than HO.

Note

To view the detailed procedure for each application page, see its
context-sensitive help in the application.

3.1.2 Currency Maintenances

The Currency Services are a part of the common services of Oracle Banking Platform and serve to record and
retrieve the various currency related information.

The following Currency Maintenances must be completed as a part of bank and branch setup:

m Currency Codes (Fast path: CY01)

m  Amount Text (Fast path: CY02)

m Currency Pairs (Fast path: CY03)

m Currency Branch Parameters (Fast path: CY04)
m Currency Denomination (Fast path: CY05)

m Currency Rate Types (Fast path: CY06)

m Exchange Rates (Fast path: CYQ7)

Note

To view the detailed procedure for each application page, see its
context-sensitive help in the application.

3.1.3 Calendar Maintenances

The calendar services are embedded in the common services and serve to record and retrieve the various
holidays of the bank in a calendar year.

The following Calendar Maintenances must be completed as a part of bank and branch setup:
m Holiday Rule Maintenance (Fast Path: CALO1)

m Calendar Type Maintenance (Fast Path: CAL02)
m  Adhoc Calendar Maintenance (Fast path: CALO3)

Note

To view the detailed procedure for each application page, see its
context-sensitive help in the application.
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3.2 Accounting Day 0 Setup

The Accounting module is supported by Module Accounting, Domain Accounting, and Accounting Services.

m Module Accounting handles transaction initiation, raises accounting event, and updates the customer
account balances and Overdraft limits, and invokes account services.

m Domain Accounting provides the services such as input, authorize, delete, and reverses to the
modules to enable the module to initiate appropriate action on the transactions. Domain accounting
also validates data and lookup accounting template, builds domain entries, and performs currency
conversions.

m Accounting Services pick up the entries formed by the domain accounting and perform GAAP
accounting, netting, currency position, Inter Branch entries, tanking of unauthorized transactions,
suspense posting, generation of P&L entries for year end, and hand off data to product ledger.

The following Accounting maintenances must be completed as a part of bank and branch setup:

m Define System Defined Elements (Fast path: AS013)

m Define Accounting Configuration (Fast path: AS001)

m  GAAP Summary (Fast path: AS005)

m Define Bank Parameter (Fast path: AS002)

m Define Branch Parameter (Fast path: AS003)

m Define SDE Range (Fast path: AS012)

m System Defined Elements Class Summary (Fast path: AS011)

m Define Accounting Ledger (Fast path: AS009)

m Define Accounting Ledger (Additional) Details (Fast path: AS010)
m Define Accounting Ledger Group (Fast path: AS008)

m Define Inter Branch Parameters (Fast path: AS006)

m Define Domain Category Accounting Template (Fast path: AS016)
m Define Domain Role Mapping (Fast path: AS019)

Note

To view the detailed procedure for each application page, see its
context-sensitive help in the application.

3.3 Product Manufacturing Day 0 Setup
Following are the required setups:
Prerequisites

Following are the prerequisites for Product Manufacturing Day 0 Maintenances:

m  Common Services: Purpose Code, Currency Code, Calendar Maintenance, Bank Policy

= Accounting Template Maintenance
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DMS maintenance: Document Type Definition (Fast path: CNMO01), Document Category Definition
(Fast path: CNM02), Document Policy Definition (Fast path: CNMO03)

Risk Indicators Impacts Cross-Reference (Fast path: ACCTO010)
Rate Chart Maintenance (Fast path: PR004)

Index/Margin Index Code Definition (Fast path: PR005)

Price Policy Chart Maintenance (Fast path: PR007)

Price Definition (Fast path: PR0O06)

Charge Attribute Definition (Fast path: PR008)

Day 0 Maintenances

The following Product Manufacturing Maintenances must be completed as part of bank and branch set up:

Define Hardship Relief Policy (Fast path: PM006)
Define Interest Rule (Fast path: PM011)
Define Domain Category Settlement Mode (Fast path: PM030)

Note

To view the detailed procedure for each application page, see its
context-sensitive help in the application.
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4 Application Monitoring Using
Administration Application

This chapter provides an overview on the various monitoring operations performed as an administrator using
Administration application.

4.1 Dynamic Monitoring Service (DMS)

The aim is to monitor different channels involved in performing transactions with OBEDM. The monitoring
parameters consists of channels, services, trends (current behavior of execution), and time metrices. The
monitoring is performed by DMS (Dynamic Monitoring Service).

What is DMS?

The Oracle Dynamic Monitoring Service (DMS) provides a set of Java APls that measure and report
performance metrics, trace performance and provide a context correlation service for Fusion Middleware and
other Oracle products. Along with the APIs, DMS provides interfaces to enable application developers,
support analysts, system administrators, and others to measure application-specific performance
information.

4.1.1 Usage

The usage of DMS is defined by the role of the user. Based on their roles, users can either take part in
configuration of services for DMS or monitor the statistics collected via DMS.

Developers

These are the set of people who configure the monitoring services that are the part of OBEDM system. The
configuration can be made either for available services or for new services.

Figure 4-1 Developers

<<indude>>

o Configure Host Monitoring
L Configure Monitoring T <<include >

DeveloperiConsulting Staf TTeeem
N TTeel <<indude == Configure Ul Monitoring

<<indude=3- |
- 3

o A Configure Commeon Monitoring

Configure Nested Monitoring

IT Technical Staff

This consists of set of people who monitor the DMS statistics generated for the service. With the help of
various metrics generated they can analyze the behaviour of the target service. For example, 'time taken to
execute' service could indicate need of optimization of the service.
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Figure 4-2 IT Technical Staff

AN T e Monitor stats {«:lndude:b:b
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Monitor alert

4.1.2 Monitoring Application using the OPA001 page

Once DMS statistics are captured for a particular Channel and transactions involving it, it requires a Ul
representation to understand the statistics in a readable form so that one can analyse the behaviour. The
monitoring activities are mainly carried out by IT Technical staff.

4.1.2.1 Monitoring Application Performance (Fast path: OPA001)

This page gives the monitoring statistics of different channels and the transactions occurring through it. It
gives the time metric of the transactions, trend of the current transactions, and alert for the channel.

Figure 4-3 Monitoring Application Performance
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The overall page can be subdivided in to 3 sub parts on the basis of information they provide:

4.1.2.1.1 Application Performance Summary
This section gives the information about the different channels of OBEDM through which transactions are
taking place. The information is about the health and active channels. The 'Refresh Button' on top of this

section gets the latest (refreshed) metrics.
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Figure 4-4 Application Performance Summary

4 Agplication Performance Summary Page Refresbed 27.May.2015 114012 AM GMT+05.30 @

Following are the few notification about the channels:

m Denotes transactions not present for the channel
m Denotes normal status that is, the number of alerts are less than the specified limit

m Denotes warning status that is, the number of alerts are in the warning range

m Denotes critical status that is, number of alerts exceeds the limit

41.21.2 Log Level
This section gives logger level information for the host and Ul server.

Figure 4-5 Log Level

4 Log Level

4.1.2.1.3 Application Performance

This section gives the metrics for the transaction. Metrics include timing, alert, trending information. Certain
filters can be applied over the metric table. Initially only 100 (Initial page size which is configurable)
transactions are displayed. To display all the transactions, 'ALL' button is to be clicked.

Trend

Indicates trending of execution timings of transaction. It is calculated by algorithm namely, Exponential
Moving Average where if the execution time goes above the specified limit which is calculated by adding
average execution time of the transaction and allowed limit (varies logarithmically to execution time); the
transaction is considered as trending upwards and vice-versa for downwards trend.

However, if the execution time is with the range, trend is considered as neutral.
Alert

Indicates alerting state of the transaction. A transaction is given weight based on its properties namely,
transaction type, timing category and OBEDM module. The weight gives the offset allowed for transaction
execution time. If the current transaction time is greater than average transaction time + offset, it is marked as
alert. Initially it is marked as 'Critical' and after sometime the state is marked as 'Warmning'.
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Figure 4—6 Alert State
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The table below explains each column of the table present in the given snapshot.

Table 4—-1 Alert State

ﬁg Column Name Description
Alert state of the transaction
1 Alert Valid Values: BLANK: No alert, Warning: Alert in past (default 5 minutes),
Critical: Alerted Transaction
Channel through which the transaction occurred
2 Channel ,
Valid Values: Branch, ATM, and POS.
3 Module OBEDM module of which transaction is a part
4 Laver Configured Noun generation layer. Backing Bean for Ul and Spi and App
Y Service for Host.
5 Transaction Name of the transaction
6 Task Code Task code of the OBEDM page by which the transaction was triggered
5 Trend Tre.ndlng of transaction
Valid Values: Upwards, Downwards, Neutral
8 Alert Event Time Time at which last alert occurred for the transaction
Trend Reference Lo . _
9 Queue Execution time of last n transactions (n=5)
10 Last Alert User Teller who performed the last alerted transaction
11 Average Time Average execution time
12 Max Time Maximum time of execution of the transaction
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ﬁ:,' Column Name Description
13 Min Time Minimum time of execution of the transaction
14 Total Time Total time of execution
15 Success Count Number of times transaction executed successfully
16 Failure Count Number of times transaction failed.
17 Debit Amount Amount debited after transaction
18 Credit Amount Amount credited after transaction
19 Trend Reference Execution time of last transaction
20 Nested Status Nested Status
21 Alert ECID ECID of the last alerted transaction
22 Service Service name of the transaction
Completed .
23 Operations Number of completed transactions
24 Active Threads Active Threads
Max Active . .
25 Threads Maximum active threads
26 Host Host name
27 Process Process Name
28 Server Name Server name
29 App Root Type Root type of noun
Failure Security . .
30 Event Failure due to security error
31 2FA Event Authentication error
Failure Database .
32 Event Failure due to database error
Failure Technical . .
33 Event Failure due to technical error
34 Failure Qutbound Failure due to outbound call (call outside OBEDM)

Event

One can select any of the task code which opens a popup with information about that task code only.
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Figure 4-7 Select Task Code
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Detailed Transaction View

This section gives the detailed view of a selected transaction. The desired transaction can be selected from
the table (metric table). Click on any row to display a detailed view of the transaction.

Figure 4-8 Selection of Desired Transaction
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Figure 4-9 Transaction Details
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Figure 4-10 Transaction Metrics
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Figure 4-11 Alert and Trend Details
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383, 343, 333, 618, 36M
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4.1 Dynamic Monitoring Service (DMS)

Figure 4-12 Failure Events

A Failure BEvents

Failure Security Event 0
2FA Event 0
Failure Database Event 0

Failure Technical Event 0

Failure Outbound Event 0

Configurations

The below mentioned configurations can be made in DMSConfig.properties:

m Channel Status: Number of alerts for which the channel shows ‘Critical and ‘Waming’ status can be
configured

m Alert Status: The time after which a ‘Critical’ alert changes to ‘Warning’ is configurable

= [nitial Page Size: Every time host data is fetched only rows equal to page size are displayed. The
page size is configurable

These configurations can be made in DMSConfig.properties.
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5 Transparent Data Encryption (TDE)

This chapter describes the configuration, installation, and policy setup of Transparent Data Encryption (TDE).

Transparent Data Encryption is a technology used to encrypt database files. This feature enables you to
protect sensitive data in database columns stored in operating system files by encrypting it. Then, to prevent
unauthorized decryption, it stores encryption keys in a security module external to the database.

5.1 Configuration

The following is the classification of information related to OBEDM. This information is used to drives TDE

configuration.

Table 5—-1 TDE Configuration

restricted on a need-to-
know basis.

the information is encrypted using
Oracle-approved encryption.

Classification | Details Access and Distribution Action
This ir]formation is npt
Public \Slglrhseltxﬁh ingmaeiﬁ% MO | No restrictions No Encryption
confidential to Bank.
May be accessed by and distributed
L . to all support person. Distribution to
Confidential :;;2;2 gt?cgtr? pér:]h;;tsh's third parties must be authorized by No Encrvption
Internal confidential to Bank the information owner and requires vp
) that an appropriate confidential
disclosure agreement be in place.
{L:: ﬁgyrr'nrgﬁggargggiags Internal access/distribution must be
Confidential confidential to Bank and on a business need-to-know basis. Need to set
Restricted that access within bank is Not authorized for information encryption rule during
restricted on a need-to- unless the information is encrypted | TDE
Know basis using Oracle-approved encryption.
It is essential that this Internal access/distribution must be
. : information remains very limited and is on a stringent
(HliorglldenUal confidential to Bank and business need-to-know basis. Not I(;lﬁced t?i gr?t'ul e durin
R (gstr)i/ cted that access within bank is | authorized for information unless TDlgy P 9

All tables in OBEDM are classified based on above classification and columns of those tables are marked
based on sensitivity.

5.2 Installation

This section explains the installation process.
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5.2 Installation

5.2.1 Prepare Scripts to Encrypt Sensitive Data

Database administrator needs to create alter script to encrypt sensitive data. The utility tool
(obpencryption.sh) is used to create this alter script for TDE. To run the tool, the following prerequisites are
required.

Prerequisites

m Create a folder "obpencryption" where user wants to run the tool.

m Upload Sensitive_Data_List.xIsx, obp-encryption-script-gen.jar, obpencryption.sh, DB_
RESOURCEBUNDLE.properties. These files are available in maskingencryption.zip. The
maskingencryption.zip is part of host.zip available in installer.

m Update database details in DB RESOURCEBUNDLE .properties file before running the script.
m Update value "encryptLocation" variable with obp encryption path in obpencryption.sh at line 6.
Forexample: encryptLocation="/scratch/app/product/obpencryption"

Run Encryption Tool

m Create update scripts for all the tables containing sensitive data. Run obpencryption.sh with TDE and
ENCRYPT.

Forexample: /obpencryption.sh TDE ENCRYPT

5.2.2 Create TDE Keystore

Perform these steps to create keystore which is required for encryption and decryption. Perform the following
steps.

m Create keystore location with mkdir -p <location>.

Forexample: mkdir -p /scratch/app/admin/TDE/encryption keystore/
m Loginto database with sysdba.

Forexample: sglplus / as sysdba
= Run the following sql instruction:

o ADMINISTER KEY MANAGEMENT CREATE KEYSTORE '{Keystore loaction} IDENTIFIED
BY {Password}

ForexamprSQL>ADMINISTER KEY MANAGEMENT CREATE KEYSTORE
'/scratch/app/admin/TDE/encryption keystore/' IDENTIFIED BY
myPassword

o ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY welcome1
CONTAINER=ALL;

Forexampb:SQL>ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED
BY welcomel CONTAINER=ALL;

o ADMINISTER KEY MANAGEMENT CREATE KEY using tag 'KEY5' IDENTIFIED BY
welcome1 WITH BACKUP CONTAINER =all;
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5.2 Installation

Forexample: SQL>ADMINISTER KEY MANAGEMENT CREATE KEY using tag 'KEY5'
IDENTIFIED BY welcomel WITH BACKUP CONTAINER =all;

o ADMINISTER KEY MANAGEMENT SET KEY using tag 'KEY5' IDENTIFIED BY welcome1
WITH BACKUP CONTAINER=ALL

Forexample: SQL>ADMINISTER KEY MANAGEMENT SET KEY using tag 'KEYS'
IDENTIFIED BY welcomel WITH BACKUP CONTAINER=ALL;

m Check the encryption keys generated.
Forexample: SQL> SELECT con_id, key id FROM v$encryption keys;
m Check the wallet status.

Forexample: SQL> SELECT * FROM vS$encryption wallet;

5.2.3 Edit sqlnet.ora file
Perform this step to enter the TDE wallet location.
m Take a backup of sqlnet.ora file before update for TDE.
m Add entries of sqlnet.ora file as follows:
ENCRYPTION_WALLET_LOCATION =
(SOURCE =(METHOD = FILE)(METHOD_DATA =
(DIRECTORY = {Keystore location})

For example:ENCRYPTION WALLET LOCATION =

(SOURCE =(METHOD = FILE) (METHOD DATA =

(DIRECTORY = /scratch/app/admin/TDE/encryption keystore/)

5.2.4 Run Created Alter Script

m Get TDE_Encryption.sql script from obpencryption/generatedScript/tde.
m Loginto database.

m Run TDE_Encryption.sql.
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6 Masking Customer Private Data

This chapter describes the configuration, installation, and policy setup to mask customer private data
categories as sensitive or Personally Identifiable Information (PII).

6.1 Configuration

The following is the classification of information related to OBEDM. This information is used to drive TDE

configuration.

Table 6—1 TDE Configuration

bank is restricted on a
need-to-know basis.

information is encrypted using
Oracle-approved encryption.

Classification | Details Access and Distribution Action
This information is not
sensitive, and there is
Public no value with it No restrictions No Encryption
remaining confidential
to Bank.
May be accessed by and
distributed to all support
L : . Distribution to third
. . It is important that this persons :
Confidential information remains parties must be authorized by No Encryption
Internal confidential to Bank the information owner and
’ requires that an appropriate
confidential disclosure
agreement is in place.
Ne_ed to set (_ancryption rule
Itis very important that o during masking
this information mhirpgleicncaeii/ Sill’?éggul’tlggd- Tables containing this type of
Confidential remains confidential to | 4 "0 oo SN ot authorized | 9@ta will be accessed through
. Bank and that access ; c view for RO user.
Restricted ithin bank i tricted for information unless the
Within bani IS reStcted | information is encrypted using | Synonym needs to be
on a need-to-know Oracle-approved encryption. created for the tables and
basis. views containing this type of
data for RO and ERO user.
Need to set encryption rule
, , , Internal access/distribution during masking.
:;ézr(rar?:t?gr??ém:itnthls must be very limited and is on | Tables containing this type of
Confidential confidential to Bank a stringent business need-to- data will be accessed through
Highly and that access within know basis. Not authorized for | view for RO user.
Restricted information unless the

Synonym needs to be
created for the tables and
views containing this type of
data for RO and ERO user.

All tables in OBEDM are classified based on above classification and columns of these tables are marked
based on sensitivity.
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6.2 Installation

6.2 Installation

This section explains the installation process.

6.2.1 Prepare Scripts to Encrypt Sensitive Data

Database administrator needs to create the following script for masking sensitive data.

m View creation script of the tables containing sensitive data and mask them for RO (Read only) user.
m  Synonym creation script of created view of the containing sensitive data for RO (Read only) user.

= Synonym creation script of tables containing sensitive data for ERO (E Read only) user.

The utility tool (obpencryption.sh) is used to create above script. To run the tool, the following prerequisites
are required.

Prerequisites

m Create afolder "obpencryption" where user wants to run the tool.

m Upload Sensitive_Data_List.xIsx, obp-encryption-script-gen.jar, obpencryption.sh, DB_
RESOURCEBUNDLE.properties. These files are available in maskingencryption.zip. The
maskingencryption.zip is part of host.zip available in installer.

m Update database details in DB_RESOURCEBUNDLE.properties file before running the script.
m Update value "encryptLocation" variable with obp encryption path in obpencryption.sh at line 6.
Forexample: encryptLocation="/scratch/app/product/obpencryption"
Run Encryption Tool for View Creation script and mask data

m Create view creation scripts for all the tables containing sensitive data after mask. Run
obpencryption.sh with MASK and VIEWCREATE as parameter.

For example: /obpencryption.sh MASK VIEWCREATE
Run Encryption Tool for Synonym Creation script for RO user

m Create synonym creation scripts for all the created containing sensitive data. Run obpencryption.sh
with MASK and SYNONYMRO as parameter.

Forexample: /obpencryption.sh MASK SYNONYMRO
Run Encryption Tool for Synonym Creation script for ERO user

m Create synonym creation scripts for all the tables containing sensitive data. Run obpencryption.sh with
MASK and SYNONYMEERO as parameter.

For example: /obpencryption.sh MASK SYNONYMERO

6.2.2 Create Schema for RO and ERO User

To create schema for RO and ERO user, execute the following steps.
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m Create Read-Only (RO) and E Read-Only (ERO) user for accessing masked data from view and table.

m  Grant for proper access.

6.2.3 Execute Created Scripts through Encryption Tool

Run all created scripts through the encryption tool for the following task.

m Mask sensitive data for RO user.

m Create view for tables contain sensitive data.

Create synonym to access the view.

Create synonym to access the table for ERO user.
To do the above tasks, perform the following steps.

m Get all view creation scripts from obpencryption /generatedScript/masking/viewforRO location and run
after logging in to database.

m  Get synonym creation script (MaskingSynonymForRO.sql) for RO user from
obpencryption/generatedScript/masking/synonymForRO and run after logging in to database.

m  Get synonym creation script (MaskingSynonymForERO.sql) for ERO user from
obpencryption/generatedScript/masking/ synonymForERO and run after logging in to database.
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7 Configure ODI for Inbound Document
Upload

This chapter provides the steps to configure ODI for Inbound Document Upload.

For document upload ODI execution, complete the following configurations:

1. Configuring the Input directory:

a.

b.

C.

For example, if input directory is /scratch/odi/InboundDocument/Upload/lendingZone/
Update the configuration in the table using the following SQL:

update FLX_ FW_ODI_SUB_INTERFACE_TYPE set IN_FILE _
PATH=/scratch/odi/InboundDocument/Upload/lendingZone/ ' where SUB_INTERFACE_
ID='9551";

Note that the SUB_INTERFACE_ID="9551" should not be changed.

2. Configure the Schema directory:

a.

Provide the directory where all the schemas are present.
Framework configuration:

update FLX_FW_ODI_SUB_INTERFACE_TYPE set SCHEMA_FILE_PATH =
'/scratch/odi/InboundDocument/Upload/schema/ where SUB_INTERFACE_ID ='7002";

Copy all the schema for ODI mediapack zip from directory schema to the new directory which is
configured for framework.

Provide schema file for Document Upload.

update FLX_FW_ODI_SUB_INTERFACE_TYPE set schema_file
path='D:\work\odi\inDocU pload\InboundDocument\Upload\schema\scan_images_
request.0.1.XSD' where SUB_INTERFACE_ID="9551";

3. Configure Temporary directory:

update FLX_FW_ODI_SUB_INTERFACE_TYPE set temp_file_path=
'/scratch/odi/InboundDocument/Upload /lendingZonetmp/' where SUB_INTERFACE_ID="9551";

4. Configure Archive directory:

update FLX_FW_ODI_SUB_INTERFACE_TYPE set archive file
path=/scratch/odi/InboundDocument/Upload/archieve/' where SUB_INTERFACE_ID="'9551";

5. Create users in connector: Create two credential maps:

m oracle.obp.credmap: This has two keys.

o IPM_SERVICE: It has the username and password of IPM. It is used to upload the
documents to IPM.

« OBP_USER: Itis required to make web service call to OBP.
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m oracle.odi.credmap
o SUPERVISOR: It has supervisor username and password.

o 0odi_domain: It has domain username and password.

Figure 7-1 Credentials

Credentials

Acredential store is the repository of security data that certiies the authoriy of entities used by Java SE, Java EE, and ADF applications. Applicatiens can use the Credential Store, a single, consalidated senvice provider to store and manage their credentials securel
b Credential Store Provider

View v <= CreateMap == Create Key Credential Key Name: P o] Detacn
Credential Type Description

4 () oradle obp credmap
@ IPM_SERVICE Password
9 OBP_USER Password

4 ) oracle.odicredmap
9 SUPERVISOR Password
9 odi_domain Password

6. Provide permission to the java project for fetching the user credentials. Provide read permission to
Java binary com.ofss.fc.document.upload.ipm.jar from EM.

Figure 7-2 Example of premissions

Create System Grant

There are two different types of system policies supported by application server: principal policy and codebase policy. Principal policy grants permissions and privileges to a list of users or roles. Codebase policy grants pe
system. Codebase can be either absolute path or relative path

Grant To Codebase v

* Codebase file:/scratch/app/product/fmw/obp/obp.odi.domainfcam.ofss. it .document.upload.ipm.jar

Permissions
View v | == Add i=" Detach
Permission Class Resource Name Permission Actions
java.security. AllPermission read read

7. Configuring IPM URL:

a. update FLX_FW_ODI_SUB_INTERFACE_TYPE set GEFU_IN_FILE_PATH="http://${IPM-
HOSTNAME}:${IPM-PORT}/imaging/ws' where SUB_INTERFACE_ID="9551";

b. Replace ${IPM-HOSTNAME} with IPM Hostname or IP address.
c. Replace ${IPM-PORT} with IPM Server port number.

8. Configure config/properties/OutboundWebserviceConfig.properties to provide OBP Host web service
configuration.

a. Replace ${OBP-HOST-IP} with OBP Host IP address or hostname.
b. Replace ${OBP-HOST-PORT} with OBP Host managed server port.
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9. Provide FJ Connection Details in ODI Topology data server ORACLE_HOST.

Figure 7-3 Connection details

| Designer  Topology =] O ORACLE_HOST

Eﬁ ﬁ = | Test Connection =
m
=| Physical Architecture Definition . -
E‘O OBP_FSDF ~1 rpac JDBC Driver: |orade.]dbc.0radeDr|ver
(P 0BP_ocH On ConnectDisconnect jdbc:orade:thin: @10. 180.6, 102:1521/PDB5 102
- OBP_PMU_SRC IDBC URL:
- (% OBP_PMU_TARGET Datasources ot
& (% 0BR_SRC Version
- (B ORACLE_CSA (| Privileges Properties
G- () ORACLE_HOST Flexfields
- (W TEST S50
- [[] Data Types - Key Value
== —
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8 Additional Recommendations

This chapter provides specific recommendations to be considered for implementation:

8.1 SOA Related

This section mentions certain recommendations for setting up the properties on SOA server.

8.1.1 Enable Auto Purge Job

m Oracle SOA Suite team strongly recommends periodic purging of composite instances. Purge
instances as soon as they are available for purge.

m  SOA suite 12c comes up with default purge job enabled with retention period of 7 days.

m |tis recommended to keep this default job enabled in the production.

Figure 8—1 Auto Purge

ORACL_E Enterprise Manager Fusion Middieware Control 12¢

T WebLogic Domain ¥ weblogic ¥

= 4 soa-infra @
== 1ISOAInfrastructure v

Apr 19, 2018 7:52:11 PM GHT+05:30 4)
Auto Purge

Auto Purge Job  SOA Flow Purge Job 1 v| Enabled

Schedule

Enter a valid calendaring expression. @

freq=daily; byhour=0; byminute=0; bysecond=0
* Job schedule

Configuration
* Purge Type  SINGLE ~

Retain Data 5| alw| days

Batch Size 20000 A v

More Auto Purge Configuration Properties.

8.1.2 Enable Lazy Loading

m 12c supports lazy loading of composites on deployment as well as server startup.
m CompositeLazyDeployment: Loads the composites lazily on deployment.

« More useful for non-production environments where there is frequent deployment of all the
composites.

m CompositeLazylLoading: Loads the composites lazily on server start up.

m |tis recommended to keep the default settings unchanged, that is CompositeLazyDeployment as false
and CompositeLazylLoading as true in production environment.
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m This will reduce the SOA server startup time.

m To confirm the settings, in SOA EM console, go to soa-infra > SOA Administration > Common
Properties. Click More SOA Infra Advanced Configuration Properties link.

Figure 8-2 Lazy Loading Settings

ORACL_E Enterprise Manager Fusion Middieware Control 12¢

= Tsoainfrao

1 SOA Infrastructure v

System MBean Browser

@ 7 oracleassoainfr ® Application Defined MBeans: SoalnfraConfig:soa-infra
4 [ Application Defined MBeans @ Information
4 fimoracle as.soainfra.config The changes made on this mbean are not managed by the configuration session. The changes will be applied immediately. You cannot undo the changes from the Change Center.

4 {im Server: soa_server1 » show MBean Information

4 fm SoalnfraConfig

1% webLogic Domain

weblogic ¥

v Hv

ADr 19, 2018 7:57:07 PM GMT+05:30 4)

Apply Revert

£l

~

° Attributes | Operations  Notifications.
Name Description Access Value

1 AuditConfig Audit Configuration RW  javax openmbean. CompositeD: ype=javax mar openm
2 Auditievel Audit level. The possible values are Off, Production and Dev. RW  Production
3 AutodeployDir The composite auto deployment directory. RW
4 BulkRecoveryConfig Configuration for bulk recovery of faults. RW  javax openmbean CompositeD: ype=javax mar openm
5 CacheConfig Cache Configuration RW  javax openmbean. CompositeD: ype=javax mar openm
6 CallbackServerURL This URL s sent by the server as part of the asynchronous ¢.. ~ RW
7 CompositeLazyDeployment Flag to indicate whether SOA composites will be lazily loaded.. ~ RW  faise v
8  CompositeLazyl oading Flag to indicate whether SOA composites will be lazily loaded... ~ RW  true v
9 ConfigMBean Iftrue, it indicates that this MBean is a Config MBean R true

10 CreateWsCallTrackingMBean  The flag that controls the creation of mbeans to track elapse. RW  faise v

11 Datasourcedndi The JNDI name for the server datasource. This datasource RW  jdbc/SOALocalTxDataSource

8.2 BPM Worklist Related

This section mentions certain recommendations on usage of BPM worklist.

8.2.1 Disable Claim Action from Task Details Page

= Always claim the task using worklist action menu.

m Claim option is disabled by default inside task details page.

m |t can be enabled (configurable), if needed (but not recommended).

m Disabling this option helps to avoid loading of task details page twice, that is before claiming the task

and after claiming the task.

Figure 8-3 Claim Action

ORACLE BPM Worklist

My Tasks(24) v P # & B B

Status G title Reassign...
Veerify Application APP20I Escalate

Structure Solution of Len Suspend
Overview of Credit Decisi Start Task

Offer Letter Acceptance |

QOverview of Credit Decis|
Create To-Do Task

Q

mission SUB200620180014610

Me & My Group All |~

180010612003 and Submission SUB200620180014610

10180014610

0010763001 and Submission SUB200620180014764

10180014764

Structure Solution of LeNawgryppresmomrwrewes=el 80010761001 and Submission SUB200620180014758

Assigned
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8.2 BPM Worklist Related

8.2.2 Always Open Human Task Details in External Window

m BPM worklist supports two options to display the task details.

« Same Window: Human task details are opened in the same browser window just below the
worklist grid.

« External Window: Human task details are opened in the new browser window (as a child
popup).

m |tis strongly recommended to make use of External Window option.
o Human task details can be seen in full-screen mode.

« Avoids unnecessary loading the task details page if user is browsing through the list of human
tasks in worklist grid.

m This option can be enabled from worklist administration page.

Figure 8—4 Enable External Window option

ORACLE BPM Worklist

@ ofssuser v
PCLINIEENETN Evidence Search  Approval Groups — Task Configuration
Application Preferences save Rever v

~
Default assignment filter e & My Group All |~

Worklist Action Menu @ Show () Hide

File Types Allowed for Upload

I Display task details in external window @ Enable O Disable I v
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